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DETAILED ACTION 

1. This Office Action is in response to Applicant's amendment filed on May 15, 
2006. Claims 2, 4, 13-17, 37-47 and 66-69 have previously been canceled, claims 1, 3, 
5-12, 18-35 and 48-65 are pending. 

Information Disclosure Statement 

2. The information disclosure statement (IDS) submitted on May 30, 2006 has been 
considered by the Examiner. 

Response to Arguments 

3. Applicant's arguments filed on 1 1/28/2005 have been fully considered but they 
are not persuasive. Applicant contends that Ballardie reference fails to shows or 
suggests the limitation of "the redezvous point device receives the encoded join request 
receives the encoded join request and authenticates the encoded join message using 
the authentication key associated with the host device". Examiner respectfully 
disagrees. As previously addresses this argument, Ballardie reference teaches the join- 
request is transmitted from the host to the core or the tree's primary authorization point 
(the rendezvous point device) and the join-request encompasses the signed token for 
the host and also contains the key for the host (see Ballardie, page 8-10), Ballardie 
further mentions that "...many security services, such as authentication, are easier if 
public key cryptotechniques are employed" (Ballardie, page 2); "For simplicity in our 
example we assume the presence of an internetwork-wide asymmetric key 
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management scheme, such as that proposed in [17]... given the presence of asymmetric 
keys, we can assume digital signatures provide integrity and origin authentication 
service combined". 

Claim Rejections - 35 USC § 102 

4. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 1 02 that 
form the basis for the rejections under this section made in this Office action: 

(a) the invention was known or used by others in this country, or patented or described in a printed 
publication in this or a foreign country, before the invention thereof by the applicant for a patent. 

Claims 1, 3-12, 18-36 and 48-65 are rejected under 35 U.S.C. 102(b) as being 
anticipated by Ballardie (Network Working Group, University College of London, May 
1996). 

In respect to claim 1, Ballardie discloses a communication system comprising: 

a rendezvous point device that forwards multicast communication messages to 
members of a shared tree; a designated device in communication with the rendezvous 
point device via a number of intermediate devices (see pages 8-12, e.g. host h, router A 
and B-intermediate device and Core router-rendezvous point device, page 11); 

a host device in communication with a designated device, wherein: the host 
device forwards an authentication key, generated by a key server for the host device, to 
the designate device ( page 10, last paragraph - page 11, first paragraph, page 2, third 
paragraph, the key server is inherently required in order for the key to be generated). 

the host device sends a join request to the designated device using a 
predetermined multicast group management protocol in order to join the shared tree for 
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receiving the multicast communication messages forwarded by the rendezvous point 
device (pages 9-11); 

the designated device receives the join request and forwards to the rendezvous 
point device via the number of intermediate devices an encoded join request generated 
using an authentication key associated with the host device (pages 9-10); 

the rendezvous point device receives the encoded joint request and 
authenticates the encoded join message using the authentication key associated with 
the host device; and the host device is prevented from receiving the multicast 
communication messages forwards by the rendezvous point device, if the rendezvous 
point device determined that the encode join message is not authentic (pages 10, last 
paragraph-page 12, 3 rd paragraph); and 

In respect to claim 3, Ballardie discloses the communication system of claim 1, 
wherein the key server provides the authentication key to both the host device and the 
rendezvous point device using a secure key distribution mechanism (pages 8-11). 

In respect to claim 4, Ballardie discloses the communication system of claim 1 , 
wherein the host device sends the authentication key to the designated device (see 
page 9-10). 

In respect to claim 7, Ballardie discloses the communication system of claim 1, 
wherein the designated device joins the shared tree on behalf of the host device (see 
pages 10-11). 
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In respect to claim 8, Ballardie discloses the communication system of claim 7, 
wherein the designated device establishes appropriate multicast routes for forwarding 
multicast communication messages to the host (see Ballardie, pages 9-12). 

In respect to claim 9, Ballardie discloses the communication system of claim 1 , 
wherein each intermediate device receives the encoded join request and forwards the 
encoded join request toward other routing element (see page 10). 

In respect to claim 10, Ballardie discloses the communication system of claim 9, 
wherein each intermediate device that is not already joined to the shared tree joins the 
shared tree on behalf of the host device and establishes appropriate multicast routes for 
forwarding multicast communication messages toward the host device upon receiving 
the join request (see Ballardie, pages 8-12). 

In respect to claim 11, Ballardie discloses the communication system of claim 9, 
wherein each intermediate device that is already joined to the shared tree waits for an 
explicit acknowledgment message from the primary router and establishes appropriate 
multicast routes for forwarding multicast communication messages toward the host 
device only upon receiving the explicit acknowledgment message from the primary 
router (see Ballardie, pages 8-12). 

In respect to claim 12, Ballardie disclose the communication system of claim 1, 
wherein the primary router sends an explicit acknowledgment message toward the host 
device upon determining that the join request is authentic (see Ballardie, page 9-12). 

In respect to claim 18, Ballardie discloses a method comprising: 
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Obtaining an authentication key associated with a host device from a key server 
following authentication of the host device by the key server; and sending a join request 
to a designated device using a predetermined multicast group management protocol, 
the join request including the authentication key for use by the designated device for 
encoding the join message prior to forwarding of the join message to rendezvous point 
(see Ballardie, pages 8-12, page 10, last paragraph - page 11, first paragraph, col. 2, 
third paragraph, the key server is inherently required in order for the key to be 
generated). 

In respect to claim 19, the claim limitation is similar to claim 6. Therefore, claim 
19 is rejected based on the similar rationale. 

In respect to claims 20-23, the claim limitations are similar to claims 18-19. 
Therefore, claims 20-23 are rejected based on the similar rationale. 

In respect to claims 24-25, Ballardie discloses the computer readable medium of 
claim 22, wherein the computer readable medium is a computer storage medium and a 
computer communication medium (see Ballardie, page 1). 

In respect to claim 26, Ballardie discloses a method comprising: 

Receiving a join request from a host device; generating an encoded join request 
using an authentication key associated with the host device; and sending the encoded 
join request toward a rendezvous point device to enable authentication of the join 
message at the rendezvous point using the authentication key associated with the host 
device (see Ballardie, pages 8-12; page 2, third paragraph). 



Application/Control Number: 09/660,370 Page 7 

Art Unit: 2134 

In respect to claim 27, Ballardie discloses the method of claim 26, wherein the 
join request includes the authentication key (see Ballardie, page 10). 

In respect to claim 28, Ballardie discloses the method of claim 26, further 
comprising: 

Joining a shared tree on behalf of the host device and establishing and 
establishing appropriate multicast routes for forwarding multicast communication 
messages to the host devices (see Ballardie, pages 8-12). 

In respect to claims 29-36, the claim limitations are similar to claims 24-28. 
Therefore, claims 29-36 are rejected based on the similar rationale. 

In respect to claim 65, the claim limitation is substantially similar to claim 1 . 
Therefore, claim 65 is rejected based on the similar rationale. 

In respect to claim 48, Ballardie discloses a method comprising: 

Receiving, from a designated routing device coupled to a host an encoded join 
request for the host device, the encoded join request being encoded by the designated 
routing device using an authentication key associated with the host, the authentication 
key being received by the host device following authentication of the host device by a 
key server and forwarded in a join request forwarded from host device to the designed 
routing device; the authentication key being received by the host device following 
authentication of the host device by a key server and forwarding in a join request 
forwarded from host device to the designed routing device (see Ballardie, pages 8-12, 
note page 10, last paragraph - page 11, first paragraph, page 2, third paragraph, the 
key server is inherently required in order for the key to be generated and distributed); 
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authenticating the encoded join request using the host device authentication key to 
determine whether or not the encoded joint message is authentic; and establishing 
appropriate multicast routes for forwarding multicast communication messages to the 
host device if and only if the join request is determined to be authentic (see Ballardie, 
pages 8-12, page, e.g. "c also authenticates host h", page 10, last paragraph to page 
12, third paragraph; page 2, third paragraph). 

In respect to claim 49, Ballardie discloses the method of claim 48, wherein 
authenticating the encoded join request comprises: 

maintaining a number of authentication keys; determining the host device for the 
encoded join request; and searching for an authentication key associated with the host 
device (see Ballardie, page 10, last paragraph to page 12, third paragraph). 

In respect to claim 50, Ballardie discloses the method of claim 49, wherein 
authenticating the encoded join request further comprises: 

failing to find an authentication key associated with the host device; and 

determining that the encoded Join request is not authentic (see Ballardie, page 
10, last paragraph to page 12, third paragraph). 

In respect to claim 51 , Ballardie discloses the method of claim 49, wherein 
authenticating the encoded join request further comprises: 

finding an authentication key associated with the host device; and 
authenticating the encoded join request using the authentication key associated with the 
host device (see Ballardie, page 10, last paragraph to page 12, third paragraph). 
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In respect to claim 52, Ballardie discloses the method of claim 48, further 
comprising: 

sending an explicit acknowledgment toward the host device if and only if the 
encoded join request is determined to be authentic (see Ballardie, page 10, last 
paragraph to page 12, third paragraph). 

In respect to claims 53-62 and 65, the claim limitations are apparatus and 
computer readable medium and a communication system claims that are substantially 
similar to method claims 48-52. Therefore, claims 53-62 and 65 are rejected based on 
the similar rationale. 

In respect to claims 63-64, Ballardie discloses the computer readable medium of 
claim 58, wherein the computer readable medium is a computer storage medium and a 
communication medium (see Ballardie, page 1). 

Conclusion 

5. Applicant's amendment necessitated the new ground(s) of rejection presented in 
this Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP 
§ 706.07(a). Applicant is reminded of the extension of time policy as set forth in 37 
CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
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shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the date of this final action. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Tongoc Tran whose telephone number is (571) 272- 
3843. The examiner can normally be reached on 8:30-5:00. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gregory Morse can be reached on (571) 272-3838. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 
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